Privacy Policy
Effective date: April 7, 2026

This Privacy Policy describes how GetMeA (www.getmea.org), operated by Music App LLC
(“GetMeA”), collects, uses, and handles information when you use the GetMeA mobile
application (10S and Android) or website. By using GetMeA, you acknowledge this policy.

The super important stuff you usually skip:

GetMeA is a list of musicians who are willing to play freelance gigs. The only requirement to be
included in the list include your general location, what you play, must be over 18 years of age
and be willing to get called upon to play. If you are on the list, you are saying that you can play a
gig on a professional level. Listings that have no subscription were collected from publicly
available lists found online. No information is otherwise sold or shared. Please understand that
no one has been vetted in terms of skill or professionalism. It is recommended that you use this
list to contact people you've already met or that you already know the reputation of. This App is
maintained by Music App LLC. If you found you’re listed in error and wish to be removed from
the list, please sign in to getmea.org or email support@getmea.org

1. Data Controller

The data controller for personal information collected through GetMeA is:
Music App LLC

Based in Toledo, Ohio, USA

Email: support@getmea.org

2. Information Collected

Account and Profile Information
When you create an account or complete your profile, the following information is collected:

e First and last name*

e Email address*

o Password* (stored as a one-way cryptographic hash — never stored in plain text)
e Phone number

o City, state, and zip code*

e Professional title and bio

o Website URL

e Profile photo (stored as JPEG, PNG, GIF, or WebP, max 10 MB)

e Musical instruments, genres, and abilities

¢ YouTube video links


https://www.getmea.org/
support@getmea.org
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e Source or referral origin (e.g., which OAuth provider was used to create the account —
stored internally and not displayed publicly)

*This information is required in order to create and locate your unique profile.

All profile fields are collected regardless of subscription status. Which fields are displayed in
your profile to other users depends on subscription status as detailed herein.

Payment Handle Information

Users may optionally add payment handles for Venmo, Cash App, and PayPal. The edit interface
for payment handles is available to subscribers only. Handles stored in your profile are displayed
to other users only when you have an active subscription. GetMeA stores only the handle
identifier. No payment card numbers, bank account details, or transaction records are collected or
stored.

Location Data

The city, state, and zip code from your profile are geocoded to latitude and longitude coordinates
using a third-party geocoding service. These coordinates are used exclusively to power location-
based search. Coordinates are not displayed publicly and are recalculated when your address
changes.

Device and Session Information
Each time you sign in, a device session record is created containing:

e A randomly generated session token

e Device name (e.g., “iPhone 15” or “Chrome on macOS”, provided by the app or browser)

o [P address at the time of sign-in (retained on the session record)

e Approximate city and country resolved from the IP address via a third-party geocoding
service (resolved asynchronously after sign-in)

e Device fingerprint — a stable identifier derived from your browser or app, used to
recognize returning devices and reuse sessions rather than creating duplicate entries

e Client application type (mobile app, web app, or other)

o Sign-in count and timestamps (first sign-in, last sign-in, last request)

Active sessions can be viewed and deleted at any time from within the app. Signing out
immediately and permanently invalidates the session token.

OAuth Login Information
If you sign in with Google, Apple, or Facebook, GetMeA receives and stores:

e The OAuth provider name (e.g., “google”)
e Your unique identifier at that provider



e The email address provided by the OAuth provider
e Your display name as provided by the OAuth provider

This information is used only to create or link your account and is not shared with other users.
YouTube Links

When you add a YouTube video link to your profile, GetMeA makes a server-side request to
YouTube's oEmbed API to retrieve the video title. The video URL is transmitted to YouTube
during this request. YouTube's Privacy Policy applies to that interaction.

Support Communications

When you submit a support request, GetMeA collects your name, email address, subject, and
message. This information is used solely to respond to your inquiry and is retained for
operational purposes.

3. How Information Is Used

e To create and manage your account and authenticate your identity

o To display your profile in the musician directory

e To power search and filtering by instrument, genre, location, name, and ability
o To process subscription payments and manage billing status via Stripe

e To maintain session security and allow you to manage active devices

e To identify returning devices and avoid duplicate session records

e To display an approximate sign-in location in your active sessions list

o To respond to support requests

o To protect the service against automated abuse via Cloudflare Turnstile

4. What Other Users Can See

Profiles in the musician directory are accessible to all authenticated users of the app. The server
API returns all profile fields for all users; the app applies the following display rules:

e All accounts: Full name, email address, phone number, city, state, zip code, instruments,
genres, and abilities

e Subscribers only: Profile photo, title, bio, website URL, payment handles (Venmo/Cash
App/PayPal), and YouTube links

5. Third-Party Services

Stripe


https://policies.google.com/privacy

Subscription billing is handled by Stripe. When you subscribe, you are redirected to Stripe's
hosted checkout page. Payment card data is entered directly into and stored by Stripe; it is never
transmitted to or stored on GetMeA servers. GetMeA receives and stores only a Stripe customer
ID, subscription ID, subscription status, and subscription period end date.

OAuth Providers (Google, Apple, Facebook)

If you use social login, authentication is processed by the selected provider. Their respective
privacy policies govern the data they collect:

e Google Privacy Policy
e Apple Privacy Policy
o Meta (Facebook) Privacy Policy

Geocoding Service

Profile addresses and device IP addresses are resolved to coordinates or approximate locations
using a third-party geocoding service. Only the resolved output is stored; the original IP address
is also retained on the device session record as described in Section 2.

Cloudflare Turnstile

The sign-up and support forms use Cloudflare Turnstile for bot protection. Cloudflare may
collect technical information during challenge verification. See Cloudflare's Privacy Policy.

YouTube

When you add a YouTube video to your profile, the video URL is sent to YouTube's oEmbed
API to retrieve the title. See Section 2 (“YouTube Links”) and Google's Privacy Policy.

6. Cookies and Similar Technologies

The GetMeA server API does not use cookies. Session authentication is handled via a bearer
token transmitted in request headers.

The GetMeA website may set cookies through third-party services embedded in the page.

Specifically, Cloudflare Turnstile (used on the sign-up and support forms) may set cookies as
part of its bot-detection mechanism. No first-party analytics or advertising cookies are used.

7. Do Not Track

GetMeA does not use cross-site tracking technologies. Accordingly, browser Do Not Track
(DNT) signals do not change how the service operates.
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8. Data Sharing

Personal information is not sold. Information is disclosed to third parties only:
e Asnecessary to operate the services described above (Stripe, OAuth providers,
geocoding service, Cloudflare, YouTube oEmbed API)

e Ifrequired by applicable law, court order, or governmental authority
o To protect the rights, property, or safety of GetMeA, its users, or the public

9. Your Rights and Choices

Depending on your location, you may have the following rights regarding your personal
information:

Access and Portability
You may request a copy of the personal information held about you.
Correction

You may update most profile information directly within the app. Additional corrections can be
requested via support.

Deletion

You may request deletion of your account and associated personal data. Certain information may
be retained where required by law or for legitimate operational purposes (e.g., support ticket
records, Stripe transaction references).

Restriction and Objection

You may request that processing of your data be restricted, or object to processing carried out on
the basis of legitimate interests.

Withdrawal of Consent

Where processing is based on consent, you may withdraw that consent at any time without
affecting the lawfulness of processing prior to withdrawal.

California Residents (CCPA/CPRA)
California residents have the right to:

o Know what personal information has been collected, used, disclosed, or sold



e Delete personal information (subject to certain exceptions)

e Correct inaccurate personal information

e Opt out of the sale or sharing of personal information (GetMeA does not sell or share
personal information)

e Non-discrimination for exercising privacy rights

To exercise any of these rights, submit a request via the support page or by emailing
support@getmea.org. Requests will be responded to within 30 days, or within the timeframe
required by applicable law if shorter. Identity verification may be required.

10. Data Retention

e Account and profile data: Retained while the account is active. Deleted upon verified
account deletion request.

o Device session records: Retained until deleted by the user within the app, or until the
account is deleted.

e OAuth identity records: Retained while the account is active.

e Support tickets: Retained for operational and audit purposes.

o Stripe billing references: Retained as required for financial record-keeping.

e OAuth login request/handoff records: Short-lived; expire and are discarded
automatically after use.

11. Security

Passwords are stored using a one-way cryptographic hash and are never accessible in plain text.
Session tokens are randomly generated (64 hex characters) and are immediately invalidated on
sign-out. All connections to the server are encrypted in transit (HTTPS/TLS). Stripe handles all
payment card data and is PCI DSS compliant.

No method of electronic transmission or storage is 100% secure. While reasonable measures are
taken to protect personal information, absolute security cannot be guaranteed.

12. International Users and GDPR

GetMeA is operated from the United States. If you access the service from outside the United
States, your information will be transferred to and processed in the United States.

For users in the European Economic Area (EEA), United Kingdom, or Switzerland, the legal
bases for processing personal information are:

o Contract performance: Processing necessary to create your account, authenticate you,
and provide the service (account data, session data, billing).

o Legitimate interests: Processing for security, fraud prevention, and operational integrity
(device fingerprinting, IP geocoding, sign-in tracking), where those interests are not
overridden by your rights.
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o Consent: Processing of optional profile fields (payment handles, YouTube links, profile
photo, bio, website) that you voluntarily provide.

EEA, UK, and Swiss users have the right to lodge a complaint with their local supervisory
authority. A list of EEA supervisory authorities is available at edpb.europa.eu.

13. Children's Privacy

GetMeA 1is not directed to children under the age of 18. Accounts for users under 18 years of age
are not knowingly created. If such an account is identified, it will be deleted promptly.

14. Governing Law

This policy is governed by the laws of the State of Ohio, without regard to conflict-of-law
principles. Any disputes arising under this policy shall be subject to the exclusive jurisdiction of
the courts located in Toledo, Ohio, USA.

15. Changes to This Policy

This policy may be updated from time to time. The effective date at the top of this page reflects
the date of the most recent revision. For material changes, GetMeA will make reasonable efforts
to notify users (e.g., via in-app notification or email) before the changes take effect.

16. Contact

Privacy-related questions or requests can be submitted via the support page or by contacting:
Music App LLC
Email support@getmea.org
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